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1 Policy Statement 
 

This policy applies to all electronic portable devices. Electronic media used to transport or transfer 
Person Identifiable Information (PII) must be encrypted using either hardware encrypted or through 
software encrypted pen drives. There should be no transfers of unencrypted PII held in electronic 

format across the College. Only College purchased or approved equipment should be used to conduct 
College business. Any data stored on a computer or other portable device such as a laptop, PDA or 
mobile device should at least be encrypted by using encryption software available at college or 

password protection. This is also now a requirement across all public sector organisations as set by 
the Cabinet Secretary. 
 

2 Purpose 
 
This policy sets out the policy and procedure in relation to the management of portable media 

(electronic form) and the College’s current encryption technology to support that management. 
 
This policy aims to ensure that the use of portable media devices is controlled in order to: 

 
 Maintain the integrity of the data. 

 Prevent unintended or deliberate consequences to the stability of the College’s computer 
network. 

 Avoid contravention of any legislation, policies or good practice requirements. 
 Build confidence and trust in the data that is being shared between systems. 

 Maintain high standards of care in ensuring the security of confidential and sensitive 
information. 

 Prohibit the disclosure of information as may be necessary by law. 
 
3 Scope 
 

This policy applies to all staff, students, visitors and agency staff employed or contracted by the 
College who are referred to as users. 
 

The key objectives of this policy are 
 

 To support users that use portable devices at any location in the course of College business 
by ensuring that they are aware of information security issues and apply procedures 
accordingly. 

 



  

 

 To prevent unauthorised disclosure, modification, removal or destruction of information 
assets.  

 

 To ensure the safe and secure transfer or transport of PII or sensitive data. 
 
This policy is written so that all users and the College can comply with the Data Protection Act 1998, 

 
4 Definition 
 

Portable media - is any type of storage device which is capable of holding data and being 
transported around or out of the College. 
 

Portable media devices include, but are not restricted to the following:  
 

 CDs 
 DVDs 

 Optical Disks 

 External Hard Drives 
 USB Memory Sticks (also known as pen drives or flash drives) 

 Embedded Microchips (including Mobile phones, Smart Cards, MP3 players and Mobile Phone 
SIM Cards) 

 Mobile devices with hardwired memory (smart phones, tablets or chromebooks) 
 Removable microchips (including SD cards on Mobile phones, Cameras etc).  

 Backup Cassettes. 
 
Encryption - is the process of converting information (called plaintext) using an algorithm (called a 
cypher) to make it unreadable to anyone except those possessing decryption algorithm.  Caedmon 

College Whitby uses Microsoft’s Bit-Locker system.  
 
Person Identifiable Information (PII) - relates to information about a person which would 

enable that person’s identity to be established by one means or another. This might be fairly explicit, 
such as an unusual surname or isolated postcode, or bits of different information which if taken 
together, could allow the person to be identified. All information that relates to an attribute of an 

individual should be considered as potentially capable of identifying them to a greater or lesser 
extent. The Information Commissioners Office states that an identity can be established by a 
minimum of 3 pieces of PII. 
 

5 Risks 
 
The College recognises that there are risks associated with users accessing and handling information 

in order to conduct official College business. 
 
6 Applying the Policy 

 
PII or Sensitive data should only be transported electronically using hardware encrypted drives, or 
by pen drives that have been encrypted using Bit-Locker.  

 
PII or Sensitive data being sent within the College network (from a College account to another 
College account) may be sent as part of a document or spreadsheet attached to an email but the file 

attachment must be password protected. The password to open the attachment must be passed 
separately to the intended recipient. 
 

PII or Sensitive data being sent outside of the College network must use a fully encrypted or secure 
method of transit. Schools ICT recommend external e mails are password protected. 
 



  

 

No item of portable media should serve as a primary source of data. The College network or College 

Google Cloud Storage (ie @ccwhitby.org) should always be the original source of data. This ensures 
that data is backed up.  
College encrypted equipment should always be security marked to show that it is owned by the 

College, however staff should encrypt their portable devices with Bit Locker. 
 
All incidents involving data loss must be reported in line with the College’s incident reporting 

procedure. It must also be reported to the Network Manager immediately. 
 
Encrypted USB sticks should be used for the transportation of PII or sensitive information; these can 

be obtained from Finance Assistant in the main office. All non-hardware encrypted memory sticks 
must be encrypted with Bit-Locker. This program is designed for pen drives and locks it to a 
password that will be requested when the device is inserted. 

 
All portable device owners should receive training in the use of the device and its encryption 
functionality. This should include their responsibility for safeguarding the device and their obligation 

to comply with this policy and other relevant information governance and security policies.  There 
are posters on display in both staffrooms with guidance for encrypting portable drives and ICT dept 
are available to help. 

 
Non-College owned removable media devices must not be used to store any sensitive information 
used to conduct official College business, unless encrypted and permission obtained via appropriate 

authorization. 
 
6.1 Security of Data 
 

Data that is only held in one place and in one format is at much higher risk of being unavailable or 
corrupted through loss, destruction or malfunction of equipment than data which is frequently backed 
up. Therefore portable media should not be the only place where data obtained for College purposes 

is held. Copies of any data stored on portable media must also remain on the source system or 
networked computer until the data is successfully transferred to another networked computer or 
system.  

 
In order to minimise physical risk, loss, theft or electrical corruption, all storage media must be stored 
in an appropriately secure and safe environment. 

 
Each user is responsible for the appropriate use and security of data and for not allowing portable 
media devices, and the information stored therein, to be compromised in any way whist in their care 

or under their control. 
 
 

 
 
6.2 Incident Management 

 
It is the duty of all users to immediately report any actual or suspected breaches in information 
security to the Information Security Officer or Network Manager who will invoke the Security Incident 

Management Procedure. 
 
It is the duty of all members to report any actual or suspected breaches in information security to 

the Information Security Officer or Network Manager. 
 
Any misuse or irresponsible actions that affect college business through the loss of data, should be 
reported as a security incident to the Information Security Officer or Network Manager 

 



  

 

Users should be aware that the College will audit / log the transfer of data files to and from all 

portable media devices and College-owned IT equipment 
 
6.3 Third Party Access to College Information 

 
No external contractors, partners, agents, the public or non-employee parties may receive data or 
extract information from the College’s network, information stores or IT equipment without 

appropriate records being kept and without considering the signing of a non-disclosure agreement 
with the College. 
 

Should third parties be allowed access to College information then all the considerations of this policy 
apply to their storing and transferring of the data. 
 

6.4 Preventing Information Security Incidents 
 
Damaged or faulty portable media devices must not be used. It is the duty of all users to contact the 

ICT Department should removable media be damaged. 
 
Virus and malware checking software approved by must be operational on both the machine from 

which the data is taken and the machine on to which the data is to be loaded. The data must be 
scanned by virus checking software products, before the media is loaded on to the receiving machine. 
 

Whilst in transit or storage the data held on any portable media devices must be given appropriate 
security according to the type of data and its sensitivity.  
 
6.5 Disposing of Removable Media Devices 

 
Portable media devices that are no longer required, or have become damaged, must be disposed of 
securely to avoid data leakage. Any previous contents of any reusable media that are to be reused, 

either within the College or for personal use, must be erased.  This must be a thorough removal of 
all data from the media to avoid potential data leakage using specialist software and tools.  All 
portable media devices that are no longer required, or have become damaged, must be returned to 

the ICT Department for secure disposal. 
 
For advice or assistance on how to thoroughly remove all data, including deleted files, from 

portable media contact the ICT Dept. 
 
 

 
6.6 User Responsibility 
 

All considerations of this policy must be adhered to at all times when using all types of portable 
media devices.  However, special attention must be paid to the following when using USB memory 
sticks (also known as pen drives or flash drives), recordable CDs or DVDs: 

 
 All USB pen drives used by staff members must have a level of security on them such as Bit-

Locker or purpose built encryption. 

 

 All PII or Sensitive data stored on USB memory stick devices must be encrypted. 
 

 Virus and malware checking software must be used when the portable media device is 
connected to a machine. 

 

 Only data that is authorised and necessary to be transferred should be saved on to the 
portable media device.  Data that has been deleted can still be retrieved. 



  

 

 

 Special care must be taken to physically protect the portable media device and stored data 
from loss, theft or damage. Anyone using portable media devices to transfer data must 

consider the most appropriate way to transport the device and be able to demonstrate that 
they took reasonable care to avoid damage or loss. 

 

 Any data graded Protect or above (or is deemed to be PII or sensitive) that is stored on a 
CDR\DVDR must be encrypted. 

 

For advice or assistance on how to securely use portable media devices, please contact the ICT 
Department. 
 

7 Policy Compliance 
 
If a criminal offence is considered to have been committed, further action may be taken to assist in 

the prosecution of the offender(s).  
 
If you do not understand the implications of this policy or how it may apply to you, seek advice from 

the Information Security Officer. 
 
8 Legal compliance 

 
 All portable media must not be used for the creation, retention or transmission of: 
 

 Any material prohibited by law; 

 Threatening, racist, extremist or obscene material; 
 Material protected as trade secrets or copyrighted; 

 Unsolicited commercial or advertising material. 
 
9 Policy Governance 
 

The Information Governance department is responsible for providing advice and guidance on the 
safe keeping and transfer of PII and for maintaining the Colleges information flows where PII is 
involved. 

 

 Responsible – the person(s) responsible for developing and implementing the policy. 
 Accountable – the person who has ultimate accountability and authority for the policy. 

 Consulted – the person(s) or groups to be consulted prior to final policy implementation or 
amendment. 

 Informed – the person(s) or groups to be informed after policy implementation or 
amendment. 

 

Responsible Information Security Officer: AW; MIS Manager (SM) 

Accountable Principle: KP  

Consulted College’s Governing Body and staff 

Informed 
All College employees, students, temporary staff, and visitors who need 

to use College ICT facilities  

 

The ICT Department are responsible for: 
 



  

 

•  providing encryption standards to be adhered to for all equipment where encryption is deemed 

appropriate 
 
•  managing the encryption process for all College equipment where encryption is deemed 

appropriate 
 
•  providing advice and guidance on encryption. 

 
10 References 
 

The following College policy documents are relevant to this policy: 
 

 Information and Information Security Policy 
 Data Protection Policy 

 Email Policy 
 Internet Policy 

 Employee Guide to Information Security 

 Staff Computing Policy. 
 
The following external documents are directly relevant to this policy 
 

The ISO/IEC 27002, Code of Practice for information security management, 
The Data Protection Act 1998, The Computer Misuse Act 1998. 
 
11 Key Messages 

 

 The e mailing of information classed as PII or Sensitive data should be as a password 
protected enclosure and the password should not be sent in the same  
mail. 
  

 All non-hardware encrypted USB Pen Drives should use software encryption such as Bit-
Locker 

 
 Only authorised software should be used on portable devices 

 

 Advice on encryption methodology and usage is available from the College ICT Dept 
 

 Damaged or faulty portable media devices must not be used                
 

 Special care must be taken to physically protect the portable media device and stored data 
from loss, theft or damage. Anyone using portable media devices to transfer data must 
consider the most appropriate way to transport the device and be able to demonstrate that 

they took reasonable care to avoid damage or loss. 
 

 Portable media devices that are no longer required, or have become damaged, must be 
disposed of securely to avoid data leakage. 

 
12 Appendix 1 – List of devices that are currently described as portable media 

 
College Portable media devices (obtained through College) 
 

Laptops (including Chromebooks) 
Tablets 
Smart phones 

Secure\ encrypted memory sticks 



  

 

External hard drives 

 
College Portable media devices and these other devices (obtained from external sources) 
 

Floppy disks 
CDs 
DVDs 

Analogue Dictaphones 
Digital Dictaphones 
Analogue video recorders 

Digital video recorders 
Mobile phones with camera 
Digital Cameras 

Non digital cameras 
Unencrypted memory sticks 
 

Other non-College portable storage devices which may hold data and that are not supported by the 
College: 
 

Digi Pens (i.e. note taking devices which record to integrated digital storage) 
MP3 players 
MP4 players 

iPods 
iPhones/leading edge mobile telephony (unless authority given by Head teacher) 
 
 


